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Introduction

At an ever increasing rate, the smartphones and oth-
er devices people carry with them in their everyday 
lives are packed with sensors and processing power. 
This provides an unprecedented opportunity to ap-
ply data mining techniques to people’s activities as 
they go about their daily lives, without changing their 
routine. The goal of the Wireless Sensor Data Mining 
(WISDM) Project is to explore the possibilities of data 
mining on these powerful mobile platforms.1 Data
mining involves extracting knowledge from data using 
computer algorithms. A major sensor in these devices 
is the tri-axial accelerometer originally included for 
screen rotation and advanced gaming. Our work, so 
far, has focused on using data mining methods on the 
accelerometer data to identify the activities users are 
performing (activity recognition) while carrying the 
phone. Many useful applications can be built if acceler-
ometers can be used to recognize a person’s activity. We 
have also demonstrated that accelerometer data can be 
used to uniquely identify and authenticate users. While 
some previous work has examined sensor-based gait 
recognition,2-12 our work in this communication differs 
in that we identify users based on the way they move 
during multiple activities (i.e., not just walking) using 
only commercially available smartphones, which are 
carried in the user’s pocket. 

Experimental

A. Materials and Data

Android-based cell phones (as opposed to the iPhone) 
were chosen for our platform because the Android op-
erating system is free, open-source, easy to program 
and already becoming a dominant entry in the cell 
phone marketplace. Further, Android and our data 
mining tools (Weka13) use the same programming lan-
guage, Java. The WISDM project employs eight types 
of Android phones from several manufacturers, in-
cluding Google, HTC, Motorola, and Samsung. Our 
devices use a range of Android OS versions from 1.5 to 
2.2, a representative sample of current device-depen-
dant diversity. 

Data was collected from 53 subjects while they per-
formed a set of pre-defined activities under the super-
vision of a researcher. The data collection protocol was 
approved by Fordham’s Institutional Review Board. Us-
ers were asked to place one of our Android cell phones, 
running our data collection application, in their right 
front pants pocket and then to perform a set of activi-
ties for pre-defined periods of time, generally totaling 
10 minutes each. Some users did not perform all ac-
tivities due to physical limitations, and some activities 
(such as sitting and standing) were limited to only a 
few minutes because we expected that the data would 
remain fairly constant over time, which it, in fact, did. 
As users performed the activities, our application re-In this communication, as is commonly the case, data mining is done offline 

by researchers who manually retrieve and prepare the data. The WISDM team 
is actively working to automate the process of receiving, aggregating, prepro-
cessing, classifying, and reporting so that useful applications can be deployed 
to cell phone users. This automated architecture will also support future re-
search efforts by providing a platform for data mining on mobile devices.

The WISDM project is moving ahead rapidly with over a dozen undergradu-
ate members, in addition to a graduate student and our faculty team leader, 
Dr. Gary Weiss.  We are continuing to submit new work to major industry 
conferences and broaden the project’s scope. More information about the 
WISDM project can be found at http://www.fordham.edu/wisdm.
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corded the accelerometer values every 50 ms (any 
faster and the data begins to repeat due to hardware 
limitations). When they had completed the set (walk-
ing, jogging, sitting, standing, ascending and descend-
ing stairs, and lying down), researchers copied the data 
from the application into our computers for future ex-
amination. Typical classification algorithms cannot in-
terpret raw time series data;14 rather, these algorithms 
classify examples. Thus we represent a period of data as 
a single example by transforming it into 43 descriptive 
features, (e.g. average values, time between peak values 
in the sinusoidal waves associated with repetitive steps, 
and descriptions of the distribution of values).

B. Modeling, Testing and Results

Our activity recognition task identifies seven activities 
from the accelerometer data: walking, jogging, climb-
ing up and down stairs, sitting, standing, and lying 
down. These activities were chosen because they repre-
sent most of the activities smartphone users perform in 
the course of a day. The first step in evaluation is build-
ing classification models by feeding a standard classifi-
cation algorithm training examples. These models are 
then tested for accuracy with new data. We find that 
generalized, impersonal models—those built from one 
set of subjects and tested on another—are, on average, 
71% accurate. The advantage of this method is that a 
universal model can be downloaded and used by all. 
However, when a personal model is built from a single 
user’s accelerometer data, the accuracy of the model on 
that user rises to an average 97%. This second scenario 
is akin to having application users train and personal-
ize their devices before use. These results suggest that 
there are substantial differences in the way different 
people perform the same activities. 

Our user authentication task uses the same data and 
techniques to identify the correct user from a pool of 36 
initial users for whom we have data. Our results show 
that using only one sample containing 10 seconds of 
data, we can predict a user with about 72% accuracy. 
However, significantly better results can be achieved 
with more than 10 seconds of data. In order to iden-
tify a user, we use all of that user’s data (typically 5-10 
minutes worth) and make predictions on each sample 
within it, then choose the user who is most frequently 
predicted. This yields 100% accuracy for all 36 of our 
initial subjects. Thus, we are able to perfectly identify 
each of our 36 users based on their movements.

Conclusions and Future Work

The widespread use of sensor-packed mobile devices, 
including smartphones, tablet PC’s, and gaming devic-
es provides us with an unprecedented opportunity to 
study and develop applications for people’s daily lives. 
User identification offers a broad range of possible ap-
plications. It can be used to provide device security 
and theft prevention. Identification can also be used to 
automatically personalize mobile device settings after 
identifying the current user of the device and his/her 
current activity. Applications that recognize activities 
and adapt phones as a result (such as selecting a cer-
tain playlist or sending calls to voicemail while run-
ning) can encourage healthy behavior. Moreover, the 
records of a user’s activity can be tracked and reported 
over time, enabling health and fitness applications for 
users, and allowing people to see how sedentary they 
or their kids really are.
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