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https://goo.gl/UB1Wra has some commands to copy/paste for this
lab, and https://www.osboxes.org/guide/ has a tutorial to get

Ubuntu installed quirl{l\yl with VirtualBox
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My name is Robert Kudyba and | am the System Administrator for the Department of
Computer Science here at Fordham University and a recent graduate of the Master’s
in Cybersecurity. The lab will require you to install VirtualBox with Ubuntu preferable
from osboxes.org. The commands listed in the lab will assume you have installed this
image. Any Ubuntu version will work but if you installed from ubuntu.com then you
will have to substitute the username you created for every place | reference osboxes.
If you use Kali, you will be using the root user and there may be other issues as I've
only confirmed everything works on Ubuntu.




* Remote Access: Telnet & SSH

* History of Telnet & SSH

* SSH Encryption

* Security Through Obscurity

* Fail2ban

* Certificate Authority in OpenSSH

* TCP Wrapper with /etc/hosts.deny & badips.com
* Port Knocking

In this lab, | will be gong over Linux remote access protocols Telnet and SSH,
providing a history, the various encryption methods used, the concept of security
through obscurity, a program called Fail2ban, how to use a Certificate Authority in
OpenSSH, TCPWrapper, and Port Knocking.
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Teletype
Network

Telnet is a simple, text-based network protocol that is used for accessing remote
computers over TCP/IP networks like the Internet. Telnet was created and
launched in 1969.

Prior to telnet, you had to Ehysically walk to a server in order to access its data.
This meant, among other things, that you had to spend some time arriving at the
server's location and then you had to wait for your turn to work with the server.
Even if the server had the hardware power to do multiple things at the same
time, you were blocked from using if someone was before you so you had to wait
for others to finish their work first. In many circumstances you couldn't even
touch the actual server. You had to hand your punch cards to an attendant and
come back later for your printout.

Telnet brought extraordinary change. Using it meant you could simultaneously
connect multiple users to a single server. In order to connect to the server,
people only needed access to a terminal, which could be the simplest and
cheapest computer available. This computer didn't need to have powerful
hardware, it only needed a network connection and a text based interface.
Basically, their Telnet Client was like a Command Prompt that people could use in
order to work with their servers. This brought a huge boost in productivity.

The word telnet is actually a portmanteau (e.g., brunch, smog, sitcom) of
“teletype network”.

Most users of networked computers were in the computer departments of
academic institutions, or at large private and government research facilities.

Telnet, by default, does not encrypt any data sent over the connection (including
passwords), and so it is often feasible to eavesdrop on the communications and
see the password; anybody who has access to a router, switch, hub or gateway



located on the network between the two hosts where Telnet is being used can
intercept the packets passing by and obtain login, password and whatever else is
typed via a packet analyzer.

In this environment, security was not nearly as much a concern as it became after
the bandwidth explosion of the 1990s. The rise in the number of people with
access to the Internet, and by extension the number of people attempting to
hack other people's servers, made encrypted alternatives necessary.

Image from https://www.indiatoday.in/education-today/grammar-
vocabulary/story/25-portmanteau-words-323827-2016-05-16




History of Secure Shell (SSH)

SSH .oecee

SSH, which stands for secure shell, was created by Tatu Yl6nen, a researcher at
the Helsinki University of Technology in Finland in 1995, after his university
network was the victim of a password-sniffing attack earlier that year, he created
SSH1 for himself.

In July 1995, SSH-1 was released as open source and he founded SSH
Communications Security Corp. In addition to Telnet it was meant to replace
other insecure remote access protocols like rlogin, which allowed passwordless
logins, and rsh: remote shell, and rcp: remote copy.

Being a somewhat ad hoc (improvised/impromptu) protocol, a number of
problems and limitations were discovered and in 1998 they released SSH-2 albeit
with a restrictive license.

In response, in 1999 OpenBSD group, which was included 6 developers from US,
Canada and Germany, forked SSH2 into OpenSSH, which includes scp, sftp, ssh-
keygen, and more, which Windows finally adopted in 2015.

SSH-2 also added integrity checking via a keyed-hash message authentication
code.



Encrypted vs. Unencrypted

An unencrypted login session An encrypted login session
such as through telnet such as through SSH
—
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As seen on the network

Here is a visualization of what a Telnet vs SSH session looks like to a packet sniffing
program. “Sniffing” is just a colloquial term referring to network traffic analysis.

In other Cybersecurity courses like Intrusion Detection and 10T, you will use
programs like Wireshark and Cloud Shark, which have a graphical user interface.
tcpdump and t-shark are command line programs. At the enterprise level, SolarWinds
Deep Packet Inspection and Analysis Tool is widely used.



SSH with Symmetric Encryption

SSH CLIENT SSH SERVER

v v

Password Authentication via Symmetric Encryption

Most common, default setting. One key is used to encrypt messages to the
destination. Also known as "shared secret" or "secret key" encryption.

Even though the clear-text password is transmitted in the packet, the entire packet is
encrypted by the transport layer, through the session shared (symmetric/secret) key,
which only the server and the client knows. The process of creating a symmetric key
is carried out by a key exchange algorithm. What makes this algorithm particularly
secure is the fact that the key is never transmitted between the client and the host.

SSH can be configured to utilize a variety of different symmetric cipher systems,
including AES, Blowfish, 3DES, CAST128, and Arcfour, but AES is now the default and
recommended.

Which CIA tenant is handled by symmetric encryption?

https://www.hostinger.com/tutorials/ssh-tutorial-how-does-ssh-work
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SSH uses hashes to verify the authenticity of messages. This is done using HMACs, or
Hash-based Message Authentication Codes (sometimes called keyed-hash message
authentication code). This ensures that the command received is not tampered with
in any way. The lower part of the diagram show a part of a packet capture, and how
the MAC is calculated from the symmetrical shared secret, the packet sequence
number of the message, and the actual message content. The MAC itself is sent
outside of the symmetrically encrypted area as the final part of the packet.

Which CIA tenant is handled by plain hashing? What about authenticity?

An HMAC employs both a hash function and a shared secret key, thereby insuring
integrity AND authenticity.

Outside of SSH, HMAC is also used in the HMAC-based One-time Password algorithm,
HOTP for short, and as well as for Time-based One Time Password, TOTP, which is
used for two-factor authentication such as Google Authenticator. This replaces SMS
which is considered insecure as a second factor, vulnerable to SIM swapping.

https://www.jscape.com/blog/what-is-hmac-and-how-does-it-secure-file-transfers




SSH with Asymmetric Encryption

SSH CLIENT SSH SERVER

Key-Based Authentication with Asymmetrical Encryption

To send data in a single direction, two associated keys are needed one of which is
known as the private key, while the other is called the public key.

The public key is used to encrypt data that can only be decrypted with the private
key.

The client creates a key pair and then uploads the public key to any remote server it
wishes to access.

This is placed in a file called authorized keys withintheuser’'s ~/.ssh
directory.

The server can use the public key in this file to encrypt a challenge message to the
client. If the client can prove that it was able to decrypt this message, it has

demonstrated that it owns the associated private key.

Asymmetrical encryption is not used to encrypt the entire SSH session. Instead, it is



only used during the key exchange algorithm of symmetric encryption; so the key
pairs are only used for authentication, not encrypting the connection.

When we start the lab you will see that ECDSA (Elliptical curve Digital Signature
Algorithm) is the default setting. You may also see Ed25519 which stands for
Edwards-curve Digital Signature Algorithm scheme, is more secure than ECDSA but
not compatible with older versions of OpenSSH.

https://www.hostinger.com/tutorials/ssh-tutorial-how-does-ssh-work




Trust on first use (TOFU)/trust upon first use (TUFU)

[kudyba@dsm ~]$ ssh

The authenticity of host ' ( )' can't be established.
ECDSA key fingerprint is SHA256:yVm8V20DZoOnAuvr9k2ydTIvORt0gkl8Sp5Mkmp/FOM.
Are you sure you want to continue connecting (yes/no/[fingerprint])? |}

NO TOFU

TOFU is a security model used by client software which needs to establish a trust
relationship with an unknown or not-yet-trusted endpoint. In a TOFU model, the
client will try to look up the endpoint's identifier, usually some kind of public key, in
its local trust database. If no identifier exists yet for the endpoint, the client software
will either prompt the user to determine if the client should trust the identifier or it
will simply trust the identifier which was given and record the trust relationship into
its trust database. If a different identifier is received in subsequent connections to
the endpoint the client software will consider it to be untrusted.

When you SSH to a host, the host authenticates you. Your SSH client also attempts to
authenticate the host. To do so your client needs to know the host’s public key. Host
public keys are stored in a simple database in ~/.ssh/known_hosts. If your client can’t
find the host’s public key in this database you get this warning. It’s telling you that
the host can’t be authenticated.

What you’re supposed to do is verify the key fingerprint out-of-band by asking an
administrator or consulting a database. But no one does that. When you type “yes”
the connection proceeds without authentication and the public key is permanently
added to ~/.ssh/known_hosts. Some call this an example of an anti-pattern, which is



a common response to a recurring problem that is usually ineffective and risks being
highly counterproductive



Installing VirtualBox and Ubuntu

Follow the instructions at https://www.osboxes.org/quide to install Ubuntu on VirtualBox.

As of this writing 19.10 is the most stable release.

| have some troubleshooting tips on my home page: https://storm.cis.fordham.edu/~rkudyba

https://storm.cis.fordham.edu/~rkudyba/



Install/Enable SSH & rsyslog

* Prerequisites:
= Make sure your Virtual Box Network setting is set to NAT on Adapter 1 and that you have
Internet access in your VM. Run sudo apt-get update
= Confirm SSH is running with these commands (in
Courier font):
% systemctl status ssh

< If not running start with systemctl start ssh and
then run systemctl enable ssh to make it persistent
on reboot.

« If not installed/not found, as with a default Ubuntu
installation, run: sudo apt-get install ssh

= The System Logging Service should be installed and

Oracle VM VirtualBox Manager -

Kali-Linux-2016.2-vbox-amd6s - Settings »EN

running:
& systemctl status rsyslog = — ==
=
< If not running start with systemct1l start rsyslog e yrraoveors

« If not installed/not found, install with sudo apt-get install
rsyslog, then check status and start, if applicable.

11
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SSH Login Using a Password and Host Key Checking

* Open another Terminal session and login by running: ssh <yourusername>@<ipaddress-
of-your-vm>. Tip:you can find your IP address withthe ip address command and it’s
usually 10.0.2.15. If you downloaded a VM from OSboxes, the default username is osboxes
and password is osboxes.org, so the command would look like this:
ssh osboxes@10.0.2.15

* TOFU! Before hitting enter type no and press return. Let’'srun 1s -1 ~/.ssh. What's the
response? Tip: the up arrow returns your last command.

* If your answer is yes, the SSH client continues login, and stores the host key locally in the user’s
home directory, i.e.,, ~/.ssh/known hosts. You only need to validate the host key the first
time you log in; in subsequent logins, you will not be prompted to confirm it again. Here’s what
the TOFU will look like:

sysadmin@sysadmin-VirtualBox:~$ ssh 10.0.2.15
The authenticity of host '10.0.2.15 (10.0.2.15)' can't be established.

ECDSA key fingerprint is SHA256:VXcb7VhBHzu78VIrwMLtor /OmELKSOIzgiRoYXPIvy4.
Are you sure you want to continue connecting (yes/no)?




SSH Login Using a Password and Host Key Checking

Take note of the TOFU message. ***ECDSA s Elliptic Curve Digital Signature Algorithm, also used in

Ritrain Tuna wh A [nrace ratiirn) \What da unii caa? Naw tuna ~av 1 + [nrace ratiirn)
SItCOIN. 1 YPE WAC \Press return;. VWwnali G0 yOu S8 WNOW Iype eX1 T \pressreiurn;.

Let’s compare the fingerprint/hash function result of the key. The first ssh-keygen commanduses
the key that was generated when you installed OpenSSH. The second command uses the key dropped
into your known_hosts file. You can view that file with a commandlike cat
~/.ssh/known_hosts

ssh-keygen -1f /etc/ssh/ssh host ecdsa key.pub
SHA256:0ogWgMnHsUaLco3AYLGWErMqtXZE+hUrbcw4nT80Jzsc

ssh-keygen -1f ~/.ssh/known_hosts
SHA256:ogWgMnHsUaLco3AYLGWErMqtXZE+hUrbcw4nT80Jzsc| 1 | NvgK1BIy5G174hi0OQ
dDSPhBcAed=|JVvte8xgq9rncgtrN1Ttso6NdNxw= (ECDSA)

If the results were different what attack might be occurring?

virtualized environment.

Did you notice the SHA256? That means we are seeing Base64 encoded Secure Hash Algorithm (SHA).

OYOTOTY e~~~

***Note on older Appie Mac’s ECDSA is not available. You can use ssh_host rsa.pub

13




“Visual host keys“: a way of presenting the SSH client user a 2d ASCII art visualization

of the host key fingerprint.

ssh -o FingerPrintHash=sha256 -o VisualHostKey=yes 10.0.2.15

The authenticity of host *10.0.2.15 (10.0.2.15)' can't be established.
ECDSA key fingerprint is SHA256:o0gWgMnHsUaLco3AYLGWErMgtXZE+hUrbcw4nT80Jzsc.
ctl-c to quitlogging in.

ssh-keygen -1lv -E sha256 -f ~/.ssh/known_hosts
256 SHA256:0gWgMnHsUaLco3AYLGWErMgtXZE+hUrbcw4nT80Jzsc
|11C50ce]jOmMgBIMWi2 fvATUdHM)FQ=|wVIQCm8ih5DQQhr8jBXiIGG7zzQ= (ECDSA)

Run both of the above commands and compare the results.
Do the pictures look the same? See what happens when you
try the first command with a real world server such as
erdos.dsm. fordham.edu. Note with more host keys in
the known_hosts file you will have more visual host keys
to compare.

3VsLaJsqwvc1yOAr+DIEKgs5eUod

3VsLalsqwvc1yOAr+DIEKgsSeUo®




Create Asymmetric SSH Keys

Open ]’erminal and typ)e'\{gogeholdekr Ap,pienI‘Wac’s do not have ed25519 as an option, just remove —t ed25519):
9 204

ssh-keygen -t ed25515 -b 1638
Once you have entered the above command, you will get a few more questions:
Enter file in which to save the key (/home/osboxes/.ssh/id_rsa):

You can press enter here, saving the file to the user home (in this case, my example user is called myuser). The vou will see:
Enter passphrase (empty for no passphrase):

It's up to you whether you want to use a passphrase. Entering a passphrase does have its benefits: the security of a key, no matter how
encrypted, still depends on the fact that it is not visible to anyone else. Should a passphrase-protected private key fall into an unauthorized
users possession, they will be unable to log in to its associated accounts until they figure out the passphrase, buying the hacked user some
extra time. The only downside, to having a passphrase, is then having to type it in each time you use the Key Pair. Notice the randomart
VisualHostKey image. Copy/paste it some where or screenshot it (hint: it’s a lab question).

Then run (using your username and IP address):
ssh-copy-id osboxes@10.0.2.15

The authenticity of host '10.0.2.15 (10.0.2.15)' can't be established.

ECDSA key fingerprint is SHA256:o0gWgMnHsUaLco3AYLGWErMgtXZE+hUrbcw4nT80Jzsc.

Are you sure you want to continue connecting (yes/no)? Yes

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that
are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now it is
to install the new keys

osboxes@10.0.2.15's password:

Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'osboxes@10.0.2.15'™
and checlk +0 makae snunre thatr aonlyu +ha kavia) rs11 wanted warse addad
and check to make sure that only the key(s) you wanted were added.

If you didn’t download Ubuntu from osboxes you may have to ru

ssh-add (to work-around anissue on Ubuntu with the GNOME-
KEYRING password manager)

Now you can go ahead and log in with ssh osboxes@10.0.2.15 and you will not be prompted for a password. However, if you set a
passphrase, you will be asked to enter the passphrase at that time (and whenever else you log in in the future).

Note that if SSH on the server is still configured to accept password authentication we really haven’t done any system hardening.

15



Disable Password Authentication in SSH

. Open Terminal and type:
sudo nano /etc/ssh/sshd config

. Look for the line: -

#PasswordAuthentication Yes
change it to, and remove the # sign (it's a comment):
PasswordAuthentication No

. Press ct1-o, press enter then ct1-x to save and close the file

- Restart ssh with this command: sudo systemctl restart ssh

. Try logging in with another username:
ssh root@10.0.2.15

- What happens?

- Another form of system hardening is to disable root logins, but Ubuntu disables
that by default. On a system like Kali you would set PermitRootLogin to No
in /etc/ssh/sshd config and then restart ssh.

. To see which ciphers and Message Authentication Codes are available:

ssh -Q cipher # List supported ciphers

ssh -Q mac # List supported MACs

ssh -Q key # List supported public key types

ssh -Q kex # List supported key exchange algorithms

16
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Security Through Obscurity

A Siegel / Fiickr (eniarged and cropped)

17

Security through obscurity is the reliance on the secrecy of the design or
implementation as the main method of providing security for a system or component
of a system.

Security should always be applied in layers. This provides multiple levels of protection
from initial attacks, like information gathering attempts or casual threats against
known vulnerabilities. In addition, these layers of security should be applied within
the environment so that breaking into one server after getting a pivot point in the
environment should be just as difficult (if not more difficult) than the original attack
that created the pivot point.

Security through obscurity is effective if it’s one layer in a multi-layer security

solution. It is a technical control in “defense-in-depth”, e.g., moat of a castle, or from
the military, yielding land as a stall tactic to counter.

https://www.flickr.com/photos/a siegel/8133716733/sizes/o/
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Distributed SSH scans are automated bots attempting brute force attacks where
password discovery is attempted by trying all combinations of letters and
numbers to gain access to an account.

Brute force attacks have become increasingly sophisticated and efficient, now
more often using databases of known users and passwords stolen from various
systems. Any web application, consumer or enterprise, with a public web
interface and user login (especially SSH) is at risk for a brute force attempt.

The default port for SSH is 22. So what do you think is a common security by
obscurity example with SSH? Changing the port number!

https://skyenet.tech/brute-force-password-attacking/

18



Security By Obscurity, Adding a Layer: Fail2ban

FAIL2BAN

* Log snippet from the monitored log file: /var/log/auth.log:
®* osboxes sshd[xx]: Failed password for root from
10.0.2.2 port NNNNN ssh2

o Artinn takan hyv Eail2han r\n’f'nrl in /173r / /f

T~
MULLIVIT WORCTT MYy raiiavail IVicu i/ vadl /s LUy

1 12han
oal

a INeYe s
al . 1..089

* fail?ban.actions[xx]: NOTIGE [sshd] Ban 10.0.2.2

Fail2ban is a log parser, it reads--using regular expressions--in real time, whatever log
file that you have configured it to read.

Based on certain condition(s) that will happen in the log, Fail2ban will then do an
action.

One of the most used feature that people use Fail2ban for is to prevent bots from
trying to brute force the SSH service. A bot will connect on the SSH port (22 by
default) and will try different password for different account. Many times, it will
be the root account

https://robpickering.com/solving-fail2ban-not-banning-on-ubuntu-16-04/

19



Fail2ban continued: jails

/~“[Reglular[Ex]pression%/

&
&
o
B

>,

®  Ajailis a set of configurations, i.e., regular expressions, for a specific log file,
e.g., SSH, Apache/NGINX (web server), email, et. al.

®  Thedefault jail.conf (locatedin /etc/fail2ban) file has many jails,
disabled by default.

®  Weuse adrop-infile, e.g., jail.local so when fail2ban is upgraded we
don’t lose our customized configurations.

[

Even though you will ban a specific IP for X number of hours from your server,
after that ban period, nothing is preventing the remote host from trying again
to brute force your server. One of the recent releases of Fail2ban has addressed
that by adding a recidive jail. That jail is pointing to the Fail2ban log itself
(/var/log/fail2ban.log).

20



Install & Configure Fail2ban

* | created a webJJa%;evso mu can copy/paste the commands for this slide:
https://goo.gl/UBIWra. Might help to open a browser in your VM.

* Runsudo apt-get install failZ2ban

* Use a text editor like nano and create a new file with the following contents:
* sudo nano /etc/fail2ban/jail.local

* Copy and paste the below into the new file:

* [DEFAULT]

[ssh]

enabled = true

port = ssh

filter = sshd

logpath = /var/log/auth.log
maxretry = 3

* Press ctl-o, press enter then ctl-x to save and close the file.
* Runsudo systemctl restart failZban

* Check the logs, if any errors, e.g., typos from above: tail -n30 -f
/var/log/fail2ban.loqgl(ctl-c to quit the tall)

VarL/ Uy 140G . UG B UTU U Y L
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IP vs Port

1%%

larea 82

e —

Internet Assigned Numbers Authority ICANN

*Runcat /proc/sys/net/ipv4/ip local port range

IP addresses are like street addresses of apartment buildings, and ports are like
the apartments numbers. People who live in the apartments are programs, and
whomever sorts the mail at the apartment is like the operating system.

Another analogy for IP’s is a business's telephone number (reaching the main
switchboard), and the port number is the telephone extension number for one
person.

Ports are just 16-bit integers that can store 65,535 distinct values.

The Well-Known Ports cover the range 0-1023 and were assigned by Internet
Assigned Numbers Authority (IANA,) which is a department of Internet
Corporation for Assigned Names and Numbers (ICANN), created in conjunction
with the United States Department of Commerce.

Registered port assignments are numbered in the range 1,024 through 49,151.
Dynamic/private/ephemeral ports are numbered from 49,152 through 65,535

Runcat /proc/sys/net/ipv4/ip local port range. This is
the effective range of ports on your system.



Loopback or 127.0.0.1

There 1s no place like
127.0.0.1_

e

‘localhost’ is a hostname that mean “this computer” and resolves the IPv4 loopback
address, 127.0.0.1, which is a reserved IP address, meaning that it can’t be assigned.
The address zero is to be interpreted as meaning “this”, as in “this network”.

Jon Postel, an American computer scientist and editor of the Request for Comment
(RFC) document series, proposed it back in 1981, in RFC790.

https://en.wikipedia.org/wiki/Jon Postel

https://www.howtogeek.com/126304/why-is-the-localhost-ip-127.0.0.1/




SSH from desktop to VirtualBox

* In Ubuntu within VirtualBox, find the IP address with the command
ip addr. It usually defaultsto 10.0.2.15.

* On a Mac desktop, open Terminal and run i fconfig, look for the IP
near inet.

* On Windows, click the Windows key, press the letter r, type cmd,
press OK and run ipconfig.

* How can we go from an IP address in a different “address space”?

* Port forwarding! "If a TCP connection is received on the Host on TCP
port 2222, send it on to the Guest on TCP port 22."

24




VirtualBox port forwarding Windows

In Windows VirtualBox,

—>Settings, se

—>Advanced
->Port Forwarding

B_ _i

ject Network

9

W@V 3

New \Settings JJoscard ¢

@ Powered off General
PY™ ubuntu32 System
@Poversdon (&) isplay

B oneecon

Kali-Linux-2016.2-
(@ Powered Off
—_—

U@bum fmnmubc

G storage

W Audio

@ Network
O serial Ports
& uss

Shared Folders
2] userinterface

‘@m

Oracle VM VirtualBox Manager

z
Ubuntu ISO - Settings

Network

Adapter 1 | Adapter2 | Adapter3 | Adapter 4
(W] Enable Network Adapter

Attached to: |NAT -

Type: |Intel PRO/1000 MT Desktop (82
Promiscuous Mode: Deny
MAC Address: 080027483608
[¥] Cable Connected
Port Forwarding

Press the green plus sign,
enter 2222 in Host Port and 22 in Guest Port.

- 0 3
N R 105
& Port Forwarding Rules ?
Name Protocol  HostlP  HostPot  GuestlP  GuestPort | @
Jubuntu 150 port forward Tcp 222 2 &
[ ][ coxe

Click OK twice




VirtualBox port forwarding Windows

Putty or MobaXterm

* Enter localhost asthe IP address and 2222 as the port.

*Mobaxterm: & & w ®% ®» ¥« ® © &« © B @

SSH  Telnet Rsh  Xdmcp RDP VNC FTP SFTP  Serial File Shell Browser M

™ Basic SSH settings

Remote host * [ Specify usemame |myuser “u Port |2222| :[

Specify the destination you want to connect to

. Putty | Basic options for your PuTTY session |
Host Name (or IP address) Port

liocathost |12222
Connection type: ‘ '
ORaw (O Telnet ORogin @SSH () Serial
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VirtualBox port forwarding from a Mac

@ @ ﬂg dese @ O Click Settings
g ZITEE rdovter2  Adspters  Adepter > Network
| a - Advanced
o - then Port Forwarding.
B — B Enter 2222 in Host Port and 22 in Guest Port.
9 calecomeces Open Terminal, type
" ssh —-p 2222 osboxes@localhost
oo T
Name Protocol Host IP Host Port Guest IP Guest Port
Rule 1 TCcP 2222 22




Fail2ban testing

* In Slide 16 we disabled Password Authenticationin SSH, let’s enable
that again:
sudo nano /etc/ssh/sshd config, find
PasswordAuthentication No replace the No with Yes.
Restart ssh: sudo systemctl restart ssh

* Let’s follow the Fail2ban log file in real-time, run this command in
your VM: sudo tail -nl0 -f /var/log/fail2ban.log

* From your actual desktop (not the VM), try logging in using SSH.

* From a Mac, using Terminalrun ssh —-p 2222
root@localhost and pressreturn 3 times. Repeat.

* From Windows, using Putty or Mobaxterm, enter the hostname as
localhost and Port 2222. Enter a blank password. Repeat. ct1-
c will stop the real-time follow.

* What happens? What does the log file show? 2




SSH with a Certificate Authority
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As an alternative to the public/private keypair management model, OpenSSH
added the ability to use a Certificate Authority, similar to what is done for
browser. Certificate authentication eliminates key approval and distribution. The
longer SSH keys are valid, the greater the risk the key is to be lost or stolen. A CA
adds the ability to expire a certificate as well as ability to encode additional
instructions, for example, “do not allow port forwarding”. With public key
authentication, keys are trusted permanently. A compromised private key or
illegitimate key binding may go unnoticed or unreported for a long time. Key
management oversight (e.g., forgetting to remove an ex-employee’s public keys from
hosts) results in SSH failing open: unauthorized access without end.

Certificates, on the other hand, expire. In an incident — a mistake, theft, misuse, or
key exfiltration of any form — compromised SSH credentials will expire
automatically, without intervention, even if the incident goes unnoticed or
unreported. SSH certificates are fail-secure. Access expires naturally if no action is
taken to extend it. And when SSH users and hosts check in periodically with your CA
to renew their credentials, a complete audit record is produced as a byproduct.

A certificate is a data structure that contains a public key and a name. The data
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structure is then signed. The signature binds the public key to the name. The entity
that signs a certificate is called the issuer (or certificate authority) and the entity
named in the certificate is called the subject. Another way to putitis thata
certificate is a public key signed by a well-known, trusted entity called a certificate
authority (“CA”). A certificate authority is the ultimate grantor of trust in an
organization.

If Some Issuer signs a certificate for Bob, that certificate can be interpreted as the
statement: “Some Issuer says Bob’s public key is 01:23:42...“. This is a claim made by
Some Issuer about Bob. The claim is signed by Some Issuer, so if you know Some
Issuer’s public key you can authenticate it by verifying the signature. If you trust
Some Issuer you can trust the claim. Thus, certificates let you use trust another
entity’s public key (in this case, Bob’s).

Certificates are like driver’s licenses or passports for computers and code. If you've
never met me before, but you trust the DMV, you can use my license for
authentication: verify that the license is valid (check hologram, etc), look at picture,
look at me, read name. Computers use certificates to do the same thing: if you’'ve
never met some computer before, but you trust some certificate authority, you can
use a certificate for authentication: verify that the certificate is valid (check signature,
etc), look at public key, “look at private key” across network (as described above),
read name.

Facebook, Uber, Google, Netflix, Intercom, Lyft, are just a few examples of
companies using SSH CA’s.

https://smallstep.com/blog/everything-pki/
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WSL for Windows and Installing Ubuntu

feature called “Windows Subsystem for L|nux

URL is https://tutorials.ubuntu.com/tutorial/tutorial-ubuntu-on-windows

1
2
3.
4

(0}

Use the Start menu to launch the Microsoft Store application.

Search for Ubuntu and select the first result, ‘Ubuntu’, published by Canonical

Group Limited.

Click on the Install button.

When launched for the first time, Ubuntu will inform you that it's ‘Installing'

and you'll need to wait a few moments.

When compiete, you'ii be asked for a username and password specific to your

Ubuntu installation. These don't need to be the same as your Windows 10
vradantiale \With +hic c¥anm ~rArmnla " Fin 1ivenlf ar+ha lllhiind: k-u-k

credgentiais. \IVILII LIS STy LOIII'JICLC yUU 1 IIIIu YUUIDCII at ine€ uountu oasn

command line. -
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Configuring SSH with a Certificate Authority

First, we will create our own CA, which is essentially just a normal key pair. Think of this
step as similar to the license stamper machine at the DMV. In Ubuntu Terminal:
mkdir ~/my-ca && cd ~/my-ca
ssh-keygen -C CA -f ca

Leave passphrase empty and press return 2x. Two files a
key) and ca.pub (the publickey). Let's place ca.pub in /etc/ssh/ca.pub.
sudo cp ca.pub /etc/ssh/

Now configure SSH to trust it by adding this single line change:

sudo nano /etc/ssh/sshd _config

Add this line at the bottom of the file:

TrustedUserCAKeys /etc/ssh/ca.pub

We also have to re-enable SSH password authentication so in

/etc/ssh/sshd config change: PasswordAuthentication No to
PasswordAuthentication Yes

Press ct1-o to save changes, press enter, and then press ct1-x to exit.

Ractart cch: c11dn caveaetemet ] roactart+t aocach
INTCIOLUI L D911, O UL (=) [\ I UFL NP § § § N G L oo Al o [N

Let’s stop Fail2ban: systemctl stop faillban

31



Configuring SSH with a Certificate Authority 2

*In Ubuntu on Windows, or Terminal on Mac, we generate a key (that the “DMV” will
need to sign):

ssh-keygen -t ecdsa

Change into the . ssh directory and list the files with these 2 commands:

~A acaach

1ls -1t

You should see id ecdsa and id ecdsa.pub which are your private key and
public key, respectively. We will secure FTP the public key to Ubuntu. From your

desktop “client”, i.e., Terminal in a Mac or Ubuntu on Windows run these commands:

sftp -P 2222 osboxes@localhost
1ls -1

pwd

cd my-ca

put id ecdsa.pub

ls -1

exit

“Note on older Apple Mac’s ECDSA is nqt available, replace ecdsa with rsa
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Sign the new keys with the Certificate Authority

Now in the Ubuntu VM Certificate Authority we are going to sign the public key. Make
sure you are in the newly created my-ca directory.

cd ~/my-ca

ssh-keygen -s ca -I guesthost -n osboxes -V +1lw -z 1

1id ercdea miih
A\ A ppuuu.yuu

Let’s inspect the newly created certificate with this command:
ssh-keygen -Lf id ecdsa-cert.pub
The certificate ID will be guesthost and the only principal it has will be osboxes.
Principal refers to a system user, i.e., osboxes. It's valid for one week and has the
serial number 1.
Key ID: “guesthost"

Serial: 1

Valid: from 2019-09-27T13:52:00 to 2019-10-
04T13:53:24

Principals:

osboxes
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Using the Signed CA Certificate SSH Key

From the desktop, download from your VM the signed certificate created via the ssh-keygen command.
cd ~/.ssh

1s -1

cd my-ca

1s -1

get id ecdsa-cert.pub

1s -1

exit

For Mac OS X users, create a file that will prepend the port number and hostname and act as a work-around:
nano ~/.ssh/config

host localhost

HostName localhost

Port 2222

User osboxes

Save changes and exit the file: ct1-o, press enter, ctl x

Now try to sshin:

ssh localhost

exit
Try with a

ach taat
SSi TeST

What happens? 34



System Hardening : Change SSH Port

* Inthe Ubuntu VM open /etc/ssh/sshd config again with nano. Run:

sudo nano /etc/ssh/sshd config

=GO I1allQ L/ oSl ool COILL L

. ch])ok for the directive Port 22 which may have a hashtag/pound sign in front of it like
this:

LDAwm+= 279 N~
ftOCOL L Z4. NU
u

e ates
* Change the value to 1222 and remove the hashta :
Port 222 ctl-o, pressentertosave, ctl-x to exit.

. Eeitart sshd (Kali & Ubuntu do not require the “d“ in this command, but Fedora/RedHat
0):
* sudo systemctl restart ssh then to confirm the status run
= systemctl status ssh
» Optional step. Open a new Terminal window, you can check the system logs in
real time by running the following:
* tail -n30 -f /var/log/syslog

% -n30 option specifies the last 30 lines and the —f option specifies to watch (or follow) the log in real time .
Press ct1-c to quit tailing.

oQ
=

©
=
1]
1%
o
3

=
w
o
=
o
o
=
7
=
(0]
[
>

1222 is technically reserved for Berkeley rshd (remote shell) with SPX authentication.
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Logging in SSH with new port number

* In Ubuntu Terminal, type ssh —-p 222 osboxes@10.0.2.15.
* OPTIONAL: Rememberlng the non-standard ssh port can be annoying, but if you have a

ctandard catr Afwinrkeratinne that vnii 1ica fFAr arrace uniir carvarve itick nitilizn a fila ~allad
QLATTUdI U OTL VI WUIROLALUIVIIO LITdl yUU UOT 1Vl dllitoo VUl OTIVTI O, JUOL ULIIILT 4 11T Lalicu

~/.ssh/config to specify certain ports for certain servers. We created this file on
our desktop, now we can do the same in the VM. To create the file run nano

~/ .ssh/config:containing:

Host 10.0.2.15

Port 222

* Now we will try to SSH from your desktop. In VirtualBox settings, update the Port
Forwarding Guest Port number to 222:

UDUINW 1Y 04 DIL = INELWOIK

IR KT Y = |

General System Display Storage  Audio Network Ports Shared Folders User Interface

Name Protocol Host IP Host Port Guest IP Guest Port e
Rule 1 TCP 2222 222 : é Basic options for your PuTTY session
= B ——
* FromaMac: ssh -p 2222 0sboxesR@localhost paeramy oo
* From Windows Putty or MobaXterm use localhost for = =
the Host Name and 2222 as the Port: T
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SSH logins with new port

Restart Fail2ban: systemctl restart failZban

If you forgot the IP address, open Ubuntu’s Terminal and run the command ip addr
and look for the IP address usuaIIy 10.0.2.15. You can also use System Settings (Gear
icon) and click on Network.

In Ubuntu Terminal watch (or follow) the fail2ban log file in real time (ctl-c to quit):
tail -n30 -f /var/log/fail2ban.log

What change in Fail2ban’s config file needs to be made?

In another Terminal wmdow try logging in to your own workstation with

SB'Sh -p 222 10.0.2.15 and putin afew passwords until you see the log has a
“Ban” in it.

You can whitelist your IP by adding a new directive in the

/etc/fall2ban/j ail.local file under [DEFAULT] :

ignoreip = 10.0.2.15

Any changes to the jail.local fiie requires a restart of Faiizban.

sudo systemctl restart fail2ban

SSH from your desktop

ssh —-p 222 osboxes@localhost

What’s the IP of your host/desktop? It will show in /var/log/fail2ban.log

37

37



Install and Enable sendmail For Email Notifications

* In Terminal run (this takes a couple of minutes):
sudo apt-get install sendmail sendmail-bin

¢ Run sudo nano /etc/hosts and repuace the first line Willlﬂ"!e fohowmg‘
127.0.0.1 localhost localhost.localdomain osboxes

Then add thls new line to the end of the file:

localhost localhost.localdomain osboxes

. ctl—o, press save, ctl-x

o ¥*¥*¥*NOTE: If you are on Kall or changed the VM hostname, replace osboxes W|th the
results of the command ‘hostname’. Emails will not be sent without this change.**

* Run:
sudo systemctl enable sendmail
sudo systemctl start sendmail
Check logs:
tail -n20 -f /var/log/mail.log

* Check status:
systemctl status sendmail

NAtras unn a likba Alla +~ ~ 1 £« A~ BTN nam
I‘\JLC yvu |||ay QCC CI IIICO)GBC III\C ullaUJ.C l_U uaJ.J.J. lll UWlJ. uulllaJ.ll iliailiuc

this is ok. Your @fordham.edu email should accept the emall c eck the log file for any '
messages, such as “Real domain name required for sender address’.
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Fail2

ban continued

The §iven example below will block the offending remote IP address on the 6th ban in the same day and will then

ban that IP from all port of your server for a period of 1 week. | created a web page so you can copy/paste the
commands for this slide: https://goo.gl/UB1Wra. Notice what’s different with the port option.

Run sudo nano /etc/fail2ban/jail.local file andreplace with the following (ct1 k deletes 1line ata
time):

[DEFAULT]

destemail = YOUREMAIL@fordham.edu

sendername = Fail2Ban

mta = sendmail

banaction = iptables-multiport

action = %(action mw)s

protocol = tcp -

[ssh]
enabled = true
ort = 22,222
ilter = sshd
logpath = /var/log/auth.log
maxretry = 3
[recidive]
enabled = true
filter = recidive
logpath = /var/log/fail2ban.log
action = iptables-allports[name=recidive]
sendmail-whois-lines[name=recidive, logpath=/var/log/fail2ban.loqg]
bantime = 604800 ; 1 week
findtime = 86400 ; 1 day
maxretry = 5

Restart Fail2ban: sudo systemctl restart fail2ban

Check the status, sudo systemctl status fail2ban, fix any errors/typos, view the
/var/log/fail2ban.log file with the ‘more’ command, e.g., more /var/log/ fail2ban.log.

If you do this outside Fordham’s network, or Kou are using an alternate Linux than OSBoxes, the email might not go out.
Check the logsin /var/log/mail.log. Check your Spam mail folder.
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TCP Wrapper /etc/hosts.deny & badips.com

How tcp wrappers works

client

1. Request

service

4. Client
connects

Server

3. Launch
server if ok

SERVER

tcp wrapper
software

2. Check for
authorization

host.allow and
host.deny

called TCP Wrapper

reloaded or restarted).

is available.

https://slideplayer.com/slide/4811546/

The file is controlled by a host-based networking Access Control List (ACL) library

It’s used to filter network access to Internet Protocol (IP).

Has the benefit of “runtime” ACL reconfiguration (i.e., services don't have to be

Any IP placed in there will not be able to access the host.
What do you think a disadvantage of TCP Wrappers is? Can’t take action on UDP!

A community based service IP blacklist service (abuse tracker) called badips.com

We can add this service via a script called f2b-badips-to-hostsdeny. sh.
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Add badips Script

| created a web page so you can copy/paste the commands for this slide: https://goo.gl/UB1Wra
In Terminal, run the following commands and note the long URL below can get cut off when copy/pasting:
cd ~

sudo wget https://raw.githubusercontent.com/mitchellkrogza/fail2ban-useful-
scripts/master/fZb-badips-to-hostsdeny.sh

sudo chmod 755 f2b-badips-to-hostsdeny.sh

sudo nano f2b-badips-to-hostsdeny.sh

Look for keyservice=andadd 9f0f68f96dad4815715b22bd260eaa90bc3beaf
Save & close (ct1-0, press enter, ctl-X in nano).

Type the following to run the script: sudo ./f2b-badips-to-hostsdeny.sh (ignorethe syntax
error/invalid number of lines

View the updated file with the new IP addresses, e.g.,, more /etc/hosts.deny

%ptional, aldd it to cron so it updates every night, in this example at 10:55 PM, the next line assume ‘vi’ is used rather
than ‘nano’:

CC 29 % % % ~aelhasraa /£ _ 1
99 Lo T 77 Lo~

:wqg! will save and exit the file.
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Port Knocking

42

Port knocking is a stealth method to externally open ports that, by default, the
firewall keeps closed. It works by requiring connection attempts to a series of
predefined closed ports. When the correct sequence of port "knocks" (connection
attempts) is received, the firewall opens certain port(s) to allow a connection.

The benefit is that, for a regular port scan, it may appear as the service of the
port is just not available.

Port knocking works by configuring a service (usually iptables) to watch firewall
logs or packet capture interfaces for connection attempts. If a specific sequence
of predefined connection attempts (or "knocks") are made, the service will
modify the firewall rules to open up connections on a certain port.

This allows you to keep your services hidden until you actually plan on using
them. This would not be practical for something like an HTTP/web server because
you would want connections available at all time. But it would be useful for
services meant to be used only by known, legitimate users, like SSH.

Even more helpful is that there is no feedback given on knocking attempts. An
intruder scanning would see all of the usual ports closed and if they attempted a
knocking sequence, would have to check between each attempt to see if a port
was opened. This is often enough to dissuade or prohibit attackers.
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Nice tutorial at https://www.linuxbabe.com/security/secure-ssh-service-port-
knocking-debian-ubuntu

https://mrtaharamine.blogspot.com/2018/02/port-knocking-101.html

42



* Which CIA tenant(s) does symmetric key encryption guarantee?
* Confidentiality!
* Does symmetric key cryptography implement nonrepudiation?

* No! Because any communicating party can encrypt and decrypt
messages with the shared secret key, there is no way to prove where
a given message originated.

* Provide an example of “security by obscurity” with SSH.
* What layers/system hardening did we implement?

* Changed SSH port, disabled password authentication, installed
Fail2ban, used a Certificate Authority, added “recidive” jail for

rAmMIAAr CAriA

Knocking.
I o Y I S Ry I Y S S S LN oL R |
* Remember to deiete the ~/.ssh/config fiiel
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